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BOX 63002, KANEOHE BAY, HAWAII 96863-3002
 

IN REPLY REFER TO: 

2100 
CISD 

• I} NOV 200!J' 
POLICY LETTER 5-09 

From: Commanding Officer 
To: Distribution List 

Subj:	 MARINE CORPS BASE (MCB) HAWAII POLICY FOR GOVERNMENT ISSUED 
BLACKBERRIES AND SMART CARD READERS TO HEADQUARTERS BATTALION 
PERSONNEL 

Ref: (a)	 DOD Motor Vehicle Traffic Supervision Part 634.24 Installation 
Traffic Codes 

(b)	 MCO 1020.34G 
(c)	 USMC Blackberry Enterprise Server (BES) Information
 

Technology (IT) Policy
 
(d)	 MARADMIN 659/08 
(e)	 MCEN IAED 014 V2.0 
(f)	 BASE ORDER P5500.15B para.7004.1.K 

Encl:	 (1) Verizon Blackberry Service Plan 
(2)	 Blackberry and Smart Card Reader User Agreement Form 

1. The purpose of this policy letter is to set policy and procedures 
concerning the distribution, support and user responsibilities for 
Blackberries and Smart Card Readers for Headquarters Battalion (HQBN). The 
policy letter will address the needs and requirements for personnel with a 
critical billet, requesting support of a Personal Electronic Device (PED) 
aboard MCB Hawaii. 

2. PED requests have presented a challenge in both accountability and 
funding. This policy letter provides standards and guidelines for the 
distribution and accountability of PEDs, allowing the Communications and 
Information Systems Directorate (CISD) to better support the command and 
control the needs of MCB Hawaii HQBN personnel. 

3. The Chief of Staff (CIS) is the final approving authority for Blackberry 
distribution. 

4. All Blackberries currently in-service will be listed and approved or 
disapproved by the CIS. The CiS will determine the Blackberry requirements 
for all Directorates. 

a. All disapproved Blackberries will be returned to CISD for 
redistribution within 30 days of CiS disapproval. 

b. All approved Blackberries will require users to familiarize 
themselves with enclosure (1) and complete enclosure (2). 

c. New Blackberry requirements will be requested via the CISD Customer 
Liaison Section (CLS) Telephone Service Request (TSR). TSR forms are 
available at https:llwww.mcbh.usmc.mil/g6/CLS/ on the MCB Hawaii CISD 
website. 
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d. The CIS will evaluate new requests on a monthly basis for 
approval/disapproval. 

e. Approved requests will be processed by CISD. 

f. Disapproved requests may be resubmitted the following month for 
reconsideration. 

5. In accordance with reference (b), all Blackberry users are required to 
abide by references (a), (f) and all Hawaii state laws, rules and regulations 
for mobile communications devices while operating a motor vehicle. References 
(c) through (e) provide additional guidance. 

6. The purchase of a hands free device is the responsibility of the user; 
Bluetooth devices are not authorized. The issued Smart Card Reader is the 
only authorized Bluetooth device for Blackberries. 

7. All expenses in excess of enclosure (1) or not included in enclosure (1) 
will be the responsibility of the user. Overage charges in excess of the 
Blackberry rate plan in enclosure (1) will be the responsibility of the user. 

C. E. BLANCHARD 
Chief of Staff 
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Verizon Blackberry Service Plan 

The Blackberry services include the following: 

•	 500 Anytime Minutes per phone 

•	 Unlimited Verizon Mobile to Mobile Calling 

•	 Unlimited Free Nights and Weekends, defined as 2100 to 
0559 Monday to Thursday, and 2100 Friday until 0559 
Monday in the time zone from which the call was placed. 

•	 Free Roaming and Free Long Distance within CONUS
 
including Hawaii.
 

•	 Free Caller ID, Voicemail, Call Waiting, and Conference 
Calling 

•	 Text messaging capability is NOT included in the
 
standard service plan.
 

o	 Exceptions to this plan will be authorized by the 
Chief of Staff only. 

Encl (1) 



MCB HAWAII BLACKBERRY/SMART CARD READER USER AGREEMENT 

You are hereby authorized the use of a government provided Blackberry and 
Smart Card Reader FOR OFFICIAL BUSINESS ONLY. The user is responsible for 
maintaining strict security and accountability of the Blackberry at all 
times. 

Reimbursement of Blackberry services in excess of contracted services shall 
be the responsibility of the user (i.e. text messaging, international 
voice/text/data, roaming charges apply). Initial _ 

Enterprise Technical support is available by contacting your Communications 
Information System Directorate (CISD) Customer Liaison Section (CLS) 
representative. Individual users are not authorized to contact Enterprise 
Technical Support or to attempt to modify the Verizon contract. Any 
violations will result in automatic suspension of service. Initial _ 

Please report any missing, lost, or stolen devices, along with a formal 
Letter of Incident immediately to the MCBH CISD CLS. An investigation will be 
required to determine if the device(s) can be replaced under the existing 
contract or if the user at fault will be the responsible party. Initial 

Under no circumstance will any user attempt to make contractual changes with 
the service provider. All recommendations for contractual changes must be 
referred to MCBH CISD CLS. Initial 

I, (print name) , understand that I am authorized to use 
the Blackberry and Smart Card Reader for official use only. I also understand 
that I may be required to reimburse the government for any unauthorized use 
of the Blackberry. I further understand that any unauthorized use of, loss or 
damage to the Blackberry and Smart Card Reader may subject me to 
administrative and/or disciplinary actions under the Uniform Code of Military 
Justice. 

NMCI E-Mail Address Unit / Section 

Billet / Rank CAC Reader PIN# 

Blackberry Number SIM # 

IMEI PIN # 

Smart Card Reader # Date Issued 

User Signature / Date CISD Signature / Date 

Encl (2) 


